Question Paper Name: Technician BIT



What is the purpose of a firewall in a computer network?
a. Connects devices wirelessly
b. Enhancing network speed
. Assigning IP addresses to devices

d. Filtering and controlling incoming and outgomg network traffic
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What 15 the primary role of a hub in a network?
a. Amplifies and forwards data to all connected devices
b. Manages network security
¢. Filters and controls mcoming and outgoing network traffic

. Connects different network segments
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Which of the following 1s a physical, unique identifier assigned to network interfaces for
communications at the Data Link layer?

2. Subnet mask
b. [P address
¢. MAC address

d. Port number
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What 1s the primary function ofa router 1n a computer network?
a. Filters and forwards data between different network segments
. Transmits data between computers and printers
¢. Manages domain names and P addresses

d. Connects devices within a Jocal ara network
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Which protocol i commonly used for secure communication over the internet, providing encryption and
authentication?

a. HTTPS
b. HTTP
¢. FTP

d. SNMP
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a. HTTPS
b. HTTP
¢. FTP

d. SNMP



Which networking device operates at the Data Link layer of the OSI model and uses MAC addresses for
communication?

a. Hub
b. Router
. Repeater

d. Switch
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Which protocol 15 used to automatically assign IP addresses to devices on a network?
2. DHCP (Dynamic Host Configuration Protocol)
b. DNS (Domain Name System)
¢. ARP (Address Resolution Protocol)

d. [CMP (Inteet Control Message Protocol)

P el FSa ) W gt Aead A p 0 e RIS avar ¢
2. DHCP (ST G BRI Wl
b. DNS (ST ¥ )

¢, ARP (U39 VIeT8H Wieldr)
d. ICMP (GeRIC eIl F Hiciaa)



205 Uaetl U590l A1) 1P 3l Al 42 st I2lsleel Gudlol e 9
2. DHCP (SRt (M5 €122 Sleslralt lolsls)
b, DNS (316 A {leH)
o, ARP (3% rleyai Wlelsle)

d.ICMP (8222 5214 Wby lelsle)

What 1s the purpose of IP addressing i computer networks?
2. To uniquely identify a device on the internet or a local network
D. To encrypt data during transmission
¢. To manage network hardware resources

d. To regulate data traffic flow
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Which of the following 1s NOT an example of a network protocol?
2. TCP (Transmission Control Protocol)
b. UDP (User Datagram Protocol)
¢. HTTP (Hypertext Transfer Protocol)

d. JPEG (Jont Photographic Experts Group)
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What is the primary purpose of data communication in computer networks?
a. Secure data storage
b. Efficient data processing
¢. Transmission of data between devices

d. Network hardware configuration
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[n TCP/IP, which protocol is responsible for sending and receiving email messages?
2. SMIP (Simple Mail Transfer Protocol)
b. FTP (File Transfer Protocol)
¢. POP3 (Post Office Protocol version 3)

d. SNMP (Smple Network Management Protocol)
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Which layer of the OSI model is responsible for ensuring the reliable transmission of data across a network?
2. Data Link Layer
. Transport Layer
¢. Network Layer

d. Physical Layer
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What 15 the purpose of subnetting i [P addressing?
2. To combine multiple IP addresses into a single address
b. To divide anetwork into smaller, manageable segments
¢. To encrypt data packets for secure transmission

d. To establish a direct connection between two devices
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Which network protocol is responsible for translating domain names into IP addresses?
2. TCP (Transmussion Control Protocol)
b. UDP (User Datagram Protocol)
¢. DNS (Domain Name System)

d. HTTP (Hypertext Transfer Protocol)
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What 1s the function of a flip-flop 1n digatal electronics?
a. It performs mathematical calculations
D. It stores binary data 1 sequential circuits
¢. It converts analog signals to digital signals

d. It amplfies electrical signals
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Which logic gate produces a HIGH output when any of its inputs are HIGH?
a. AND gate
b. OR gate
¢. NOT gate

d. XOR gate
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What is the fundamental building block of digital electronics?
a. Transistor
b. Capacitor

¢, Resistor

d. Diode
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What 15 the function of a decoder in digital electronics?
a. It combines multiple signals into one
D. It converts binary data into analog signals
c. It converts binary data nto its equivalent decimal value

d. It converts binary data into its corresponding output lines
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Which logic gate produces a HIGH output only when all its inputs are HIGH?
a. AND gate
b. OR gate
¢. NOT gate

d. XOR gate
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Which command 15 used to list all files and directories in Linux?
a. pwd
b.Is
¢.od

d. Cat
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2. pwd
b.Is
¢.cd

d. Cat
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What 1s the kemel in a Linux operating system?
a. Graphical user interface
b. Command-line mnterface
¢. Core component responsible for managing system resources

d. File management system
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Which command is used to display the current directory in Linux?
2. pwd
b.Is
c.cd

d. Mkdir
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What 15 the purpose of the 'chmod' command in Limux?
a. Change the owner of a file
b. Change the file permissions
¢. Change the file extension

. Change the file location
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Which command is used to install software packages 1n a Debian-based Linux distribution?
a. apt-get
b. yum
C. pacman

d. dof
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Which file stores user account information in Linux?
2. [etc/passwd
D. /ete/shadow
C. etc/group

d. /etc/login
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Which of the following s a primary storage device?
. Hard Disk Drive (HDD)
b. Random Access Memory (RAM)
¢. Solid State Drive (SSD)

d. USB Flash Drive
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What does the utility "Disk Defragmenter” do”
2. Removes temporary files
D. Cleans up disk space
¢. Organizes fragmented files on a hard drive

d. Scans for and removes viruses
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In an AC circut, which component(s) store energy during a cycle?
a. Only the resistor
b. Only the capacitor
¢. Only the mductor

d. Both the capacitor and the inductor
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What 15 the primary function ofa diode in an electrical crcuit?
2. To amplify signals
. To store electrical energy
¢. To rectify altemating current (AC) to direct current (DC)

d. To regulate voltage
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Which of the following statements about a diode 1s trug?
a. It conducts current in both directions
. It has high reststance in both directions
¢. It has low resistance m both directions

d. It conducts current in one direction only
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Which type of rectifier circuit produces a pulsating DC output?
a. Half-wave rectifier
b. Full-wave rectifier
¢. Bridge rectifier

d. Zener diode
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What 1s the purpose of flux in soldering?
a. To clean the soldering iron tip
. To prevent oxidation of the solder joint
¢. To cool down the solder joint quickly

d. To provide electrical msulation
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When desolderig components from a printed circuit board (PCB), why 1 1t important to avoid excessive heat?
a. Excessive heat can damage the components
. Excessive heat can cause the PCB to catch fire
¢. Excessive heat can cause the solder to splatter

d. Excessive heat can cause the soldering iron tip to corrode
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What 15 the function of a circuit breaker in an electrical system?
a. To regulate voltage
D. To store electrical energy
¢. To mterrupt the flow of current in case of overload or short circut

d. To convert electrical energy into mechanical energy
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Which type of fire extinguisher is suitable for electrical fires?
a. Class A (Water)
D. Class B (Foam)
¢. Class C (Carbon Dioxide)

d. Class D (Powder)
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What does GFCT stand for in electrical safety?
a. Ground Fault Current Interruption
b. Ground Fault Circuit Interrupter
¢. General Fault Circuit Interruption

d. General Fault Current Interruption
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Which cable type is most commonly used for long-distance networking due to its mmunity to electromagnetic
interference (EMI)?

2. Coaxial cable
. Twisted pair cable

¢. Fiber optic cable

d. HDMI cable
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Which cable type is typically used for cable television (CATV) and satellite television (SATV) connections?
a. Coaxial cable
b. Twisted pair cable
¢. Fiber optic cable

d. HDMI cable
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When 2 or more bits in a data unit has been changed during the transmission, the error s called
a. random error
D. burst error
¢. inverted error

d. none of the mentioned
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CRC stands for
a. cyclic redundancy check
. code repeat check
¢. code redundancy check

d. cyclic repeat check
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When a DNS server accepts and uses incorrect information from a host that has no authority giving that
information. then 1t is called

2. DNS lookup
b. DN hijacking
¢. DNS spoofing

d. None of the mentioned
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Which of the following networks supports pipelining effect?
a. Circuit-switched networks
b. Message-switched networks
¢. Packet-switched networks

d. None of the mentioned
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MAC address 15 of
2. 24 bits
. 36 bits
¢. 42 bits

d. 48 bits
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Consider different activities related to email.
m1:Send an email from a mail client to mail server
m2:Download an email from mailbox server to a mail client
m3:Checking email i a web browser

Which 15 the applicable level protocol user m each activity?

a. mL:HTTP, m2:SMTP, m3:POP
b. mI:SMTP, m2:FTP, m3:HTTP
¢. m1:SMTP, m2:POP, m3:HTTP
d. m1:POP, m2:SMTP, m3:IMAP
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a. mL:HTTP, m2:SMIP, m3:POP
b. m1:SMTP, m2:FTP, m3:HTTP
¢. mI:SMIP, m2:POP, m3:HITP
d. m1:POP, m2:SMTP, m3:IMAP

oA et [alan ygladl (w2l
ml: A6 4162 o] 364 4d w2 oildd Hlsd
m2: HeSeodl s kel A 5616 W odd SIGAlS 52
3: 00 MM 6A6 durl

635 YgleiH 419 uScl el l2lsld quatisdl 59l 97

a. ml: HTTP, m2: SMTP, m3: POP
b. m1: SMTP, m2: FTP, m3; HTTP
¢. ml: SMTP, m2: POP, m3: HTTP
d. m1: POP, m2: SMTP, m3: IMAP



If an Address Resolution Protocol (ARP) request 15 broadeast, an ARP reply 15
a. Universal
b. Unicast
¢. Multicast

. Generated locally
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In networking, the word PPP stands for
. Point to Point Protocol
b. Packet to Packet Protocol
¢. Point to Packet Protocol

d. Packet to Pomt Protocol

e 1 ppp g &1 91l 7
2 URE & UE WCTaie
b, 0ee ¢ e Wi
o, WEe ¢ 0o el
4. Qe ¢ Wige ol



Ao, ppp el wel 4y B
a W16 ol W2 W2lslg
b. U2 il T2 Wl2lsle
c. 6 ol U2 Wlelsle
d. Uk ell vl Wl2lsla

The basic storage element 1n a digital system 15
a. Flip flop
b. Counter
¢. Multiplexer

d. Encoder
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From where can the boot option be selected”
2. Advanced BIOS Features
b. Advanced Chipset Features
¢. CPU Soft menu

d. Power management Setup
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Type of memory which is used to read data but not to write on it s classified as
a. random only memory
b. read access memory
¢. read only memory

d. random access memory
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Type of ROM which is manufactured without having any initial storage in it is termed as
2. PROM
b. EROM
¢. BROM

d. DROM

ROM &1 iR forlf e RIS /SOl a7 o7 § 9 el ¢
1. ROM

b EROM

¢. BROM

d. DROM



o} YsRe] M ottt 2419 B ui 5165 UL UR (1S 24 of Y A s8] w419 B
2. PROM
b. EROM
¢. BROM

d. DROM



The storage device used to compensate for the difference 1n rates of flow of data from one device to another
1§ termed as

. Chip

b. Channel

¢. Floppy

d. Buffer
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Both the ALU and control section have special purpose storage locations, called
2. Address
. Registers
¢. Accumulators

d. Bus
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Which of the followng 1 the most commonly used encoding standard of Unicode?
2. UTF-6
b. UTF-7
¢. UTF-8

d. UTF-9
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When n resistances each of value r are connected in parallel, then resultant resistance i x. When these n
resistances are connected 1n series, total resistance is

2. X
b, mx

¢.x/n

d. n2x
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A circuit contains two un-equal resistances in parallel
a. current 15 same 1n both
D. large current flows in larger resistor
¢. potential difference across each 1s same

. smaller resistance has smaller conductance
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The power factor of pure resistive circuit is
a. Ze1o
. Leading
¢. Lagging

d. Unity
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Zener diodes are commonly used as:
a. Rectifier
b. Amplifier
¢. Voltage regulator

d. Filter
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Which of the following are valid bands for a Wi-F1 access pomt?
2. 34 GHz, 5 GHz
b. 24 MHz, 5 MHz
¢. 6 GHz, § GHz

d. 24 GHz, 5 GHz
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What command 15 used to display the characteristics of a process?
a.au
b. ps
. du

d.pid
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4. au
b. ps
¢. du
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Which of the following s not a division or container structures in active directory?
a. Forests
b. Domains
¢. Webs

d. Organizational Units (OU)
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SCSI port (pronounced skuzzy) stands for
a. System Computer Scanning Interface
b. Small Computer System Interface
¢. Small Computer System Intemnet

d. System Computer, System Interfaced
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With respect to a network interface card, term 10/100 refers to:
a. Protocol speed
b. Fiber speed
¢. Megabits per second

d. Minimum and maximum server speed
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The absorbed energy of mcident photon 15 used m two ways. One part of energy 1s used to overcome the work
function. The remaning part 15 converted to:

a. Kinetic Energy
b. Potential Energy
¢. Binding Energy

. Thermal Energy
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The logic family having maximum fanout is
2. CMOS
b. TIL
¢, ECL

d. 1L
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Minmum number of NAND gates required to implement a full adder s
2.9
b.7
¢.8

0.9
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b.7
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d.9
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Which of the following is known as equivalence logic
2. XOR
b. XNOR
¢. NAND

d. NOR

& 8 B TG 6
1 XOR
b, XNOR
¢ NAND

d. NOR
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The number of comparators needed to implement a4 bit flash type ADC is:
2.3
b.4
¢. 15

d. 16
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At resonating frequency, the circuit behaves as:
a. Capacitive
. Inductive
¢. Reststive

. Can be resistive, inductive or capacitive
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Transformer utilization factor of half wave rectifier is:

a. (.286

b.0.57

. 0.69

d1
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The DHCP server
2. maintains a database of available [P addresses
b. maintains the mformation about client configuration parameters
c. grants a IP address when receives a request from a chient

. all of the mentioned
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All of the following are examples of real security and privacy threats except;
a. Hackers
b. Virus
. Spam

d. Worms
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An Octal number 237 is equal to the binary number?
a. 011011 111
b. 010 111011
¢. 010011111

d. 011000001
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2. 011011 111
b, 010111 011
¢, 010011 111

d. 011000001
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What 1s the only function all C++ programs must contain?
a. Start ()
b. Main ()
¢. System ()

d. Program ()
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----------------------- monitors users activity on internet and transmit that information in the background to
someone else.

2. Malware
D, Spyware
¢. Adware

d. None of these
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Which of these 15 a computer threat?
a. Phishing
. Soliciting
¢. DoS Attacks

d. Stalking

¢. DoS SfId
R
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Hexadecimal equivalent of (234)101s
2. 1B
b.EA
L

d.AC

(234)10 %1 Wic 3o e gl
a.FB
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d.AC
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a.FB
b.EA
¢.23

d.AC

What is the maximum distance that you can connect through a SATA?
a. | meter
. 1 kilometers
¢. 100 kilometers” with repeaters

d. 5 meters
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What 15 one significant advantage of Virtualization in datacenters
2. Can manage the Data center with Zero Manpower
b. Mirroring for Disaster Recovery
c. Elimmate the need of physical devices for the Data center

d. None of the mentioned
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Which of the following 1s arranged in the correct Active Directory organizational order (largest to smallest)?
a. Tree, Forest, Domamn, Computer
b. Computer, Forest, Domain, Tree
¢. Forest, Tree, Computer, Domain

d. Forest, Tree, Domain, Computer
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Cross-coupling of which of the following logic gates will result in a basic S-R flip-flop?
a. AND or OR gates
D. XOR or XNOR gates
¢. NOR or NAND gates

d. AND or NOR gates

ST § IR T 7 & P Bl ¥ ow SR eo-0em &7 ¢
2. AND 3% OR e
b. XOR 31X XNOR 7128

¢, NOR 3% NAND TIcq

d. AND 3% NOR e



o At el 52t Agtel sl-sulorel o SR sellu-gelu el
1. AND 48] OR 24
b, XOR {2l XNOR 24
¢. NOR 44| NAND 24

d. AND %8| NOR Y





